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SEVN-X is a cybersecurity firm built by operators, not theorists. Our team
blends elite offensive security experience with the rigor of enterprise-grade
defense frameworks. We move fast, think like the adversary does, and deliver
clarity amidst chaos.
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“Only 42% of companies discover breaches
through their own security teams.”

Source. IBM, 2023 cost of a Data Breach

DAYS TODISCOVER | - '

A

On average, it takes companies 204 days to |
discover they've been hacked —and another |
73 to contain it. |

SEVN-X OFFERS
IR RETAINER SERVICES

COMPREHENSIVE INCIDENT MANAGEMENT
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COMPANY OVERVIEW

We are not an “add-on security” firm. We are an elite, boutique cybersecurity
team: a select group of ethical hackers, engineers, and intelligence specialists
who operate with precision, discretion, and intent.
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that mass providers can't replicate. When you work with us, you gain more than a
defense—you gain a digital bodyguard unit dedicated to your longevity.
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OUR VALUES

SEVN-X takes pride in being an elite cybersecurity firm composed of highly

technical practitioners. No bait and switch junior talent being trained in your

environment on your dime. All experts all the time. That's our secret.

PRECISION

Every engagement is executed
with intention, discipline, and
measurable impact. SEVN-X doesn't
do “good enough.” We pursue
perfection in adversary operations,
reporting, and client outcomes.

NO COMPROMISES

Integrity first and always. We owe
our clients truth and transparency,
even when uncomfortable.

MINDSET

We don’t simulate threats; we be-
come them. SEVN-X approaches
every test, investigation, and advisory
engagement with the mindset of a
real attacker: creative, adaptive, and
quietly lethal in execution.

47

CHAOS MANAGED

Innovation thrives on the edge of
structure. We harness the creativity
of hackers, the discipline of operators,
and the composure of strategists.
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FROM THE FOUNDERS

Since 2020, Matt Barnett and Co-founder Ryan Bradbury have enjoyed a
perfectly balanced and symbiotic relationship. Matt is our dreamer and Ryan
is our doer. Together, they form a powerful blend of the aspirational and
achievable. Here's Matt on SEVN-X:

At SEVN-X, we were never interested in
being just another cybersecurity firm.

We built this company to challenge the
status quo; that is, to operate like the
adversary, think like a strategist, and
execute like a team that refuses to lose.

Cybersecurity today isn't about fear, it's
about control. It's about understanding
your environment better than anyone
who could threaten it. It's about speed,
precision, and intent. And that's where
SEVN-X lives, at the intersection of
technical mastery and real-world

application.

We're small by design. Focused by necessity.

Every engagement is personal, every outcome measurable. Our clients trust
us because we don't hide behind layers of management or buzzwords. We're
operators, engineers, and analysts who believe excellence is earned not
marketed.

If you're reading this, you already understand that resilience isn't a product, it's

a mindset. Our job is to help you sharpen it. W

CEO & Co-founder



)7 Cybersecurity, just like most
industries, ultimately boils
down to the people at the

controls.”

What most businesses don't realize is

that our industry isn't about finding and
fixing every single vulnerability. It's about
building a holistic strategy that accounts
for what's important and reduces the signal
to noise ratio. And that takes experienced
professionals.

When we founded this team, | didn’t want
another large firm built on sales quotas and
generic reports. | wanted a precision unit,

it works for the military doesn't it? So we
curated and still maintain a small, elite group
of specialists who operate with the same
military-like precision. Every member of our
team was chosen not just for skill, but for
mindset. We think differently. We anticipate.
We treat your environment like it was ours.

And our size means we don't chase hundreds
of clients. We protect a select few: deeply,
personally, and discreetly. That's the luxury we
offer: true and robust security programs for a
chaotic world.

-
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Globally recognized. SEVN-X partners with customers to navigate
the complexity of safeguarding their systems and data. Supporting

the customer journey, SEVN-X prepares or modernizes cybersecurity

programs, assesses capabilities, and responds to emerging threats

and cyber attacks.

/

U Network & Application Penetration
U Application & Product Security
Cloud Architecture Review
Microsoft 365 Security Review
Remote Workforce Assessments
Source Code Analysis

Social Engineering

Physical Security Testing

Wireless Network Testing
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Email Security Gateways

Next-Gen Al APIl-based Email Security
Endpoint Detection and Response
Managed Detection and Response

U Vulnerability Management (VM)

U Patch and Configuration Management

.
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U Risk & Compliance

U Framework Assessments

U Capability Maturity Assessments
U Security Program Assessments
U Incident Response Tabletop Simulations
U User Awareness Training

U vCISO Strategy & Advisory Services
U Vendor Due Diligence Reporting

PREPARE

-

-
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U Business Cyber Risk Management

U Business Cyber Risk Strategy

U Managed Cyber Operations & Tech

U Managed Cyber Assurance Testing

U Protection in Business Transformation
U Cyber Resiliency Against Attacks

U Posture Executive Board Reporting

-

~

U Incident Response Retainers

U Forensic Retainers

U On-Demand Incident Response (24x7)
U Breach Analysis And Mitigation

U Cybersecurity Remediation Support

U Forensic Analysis

U Deposition & Testifying

\_

RESPOND
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SEVN-X DELIVERABLES

At the end of the day, what matters is what we bring to the table... your
table. You can get our services from plenty of other companies, but here’s
why you’ll want to get them from us.

SECURITY FOR YOUR BUSINESS/
ACTIONABLE REPORTS

Your organizational goals should be bolstered by your
security, not impeded. We focus on your operational goals
before, during, and after an engagement, ensuring our work
fits your world.

WHITE GLOVE

Communication. You'll know what we're doing and when.
It's never hard to reach us either.
Flexibility. When things change, we roll with it.

EDUCATED TEAM

It's great when your team patches a vulnerability. It's

better when they understand why, and how it impacts the
business. We encourage onsite testing so that your team
can interact directly with ours. We explain findings and help
you understand not just WHAT is vulnerable, but WHY it
matters and HOW to fix it.




)) We aren’t paying for the

penetration test, we're
paying for the report.”

— IT Security Director

EXECUTIVE SUMMARY

A high-level summary of the assessment’s purpose
and results—packaged for executive delivery. Includes
strategic recommendations to support and enable
executives in making decisions.

FINDINGS

Overview: A snapshot of all the assessment's findings—
categorized, prioritized, and ranked by both criticality and
estimated remediation effort.

Breakdown: Each finding in detail with a description of
the risk, its potential impact, and remediation guidance
to assist your IT team in eliminating or mitigating the
issue. When applicable, screen captures and steps to
reproduce the issue are documented.

APPENDICES

Cyber Kill Chains with step-by-step walkthroughs of the
attack paths leveraged by SEVN-X.

Detailed summaries, processes, and results including
images, statistics, tools, and techniques used.
Formatted and analyzed output of vulnerability scans,
port scans, and other results.

Appendices will vary based on tactics & components included in the
engagement.
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“The SEVN-X approach to penetration testing is unlike anything | have
encountered in the past. Their innovative approach and deep skillsets
not only reveal technology problems but also uncover people- and

process-related problems. | consider our company more secure having
partnered with SEVN-X."”

- Global Healthcare Company, VP IT / Risk / Compliance

CISO

“You have been the
best penetration
testing firm we’'ve
used in nearly 20
years...”

IS MANAGER

“They delivered
what they promised,
and beyond. Matt
and his team are
a pleasure to work
with.”

DR MANAGER

“It is obvious that
they are committed
to providing
an exceptional
experience for their
clients.”

Cio

“We really appreciate
the partnership and will
grow our relationship
even further in 2025 and
beyond.”

IT MANAGER

“l can now sleep
at night like a
narcoleptic on

NyQuil in a pillow
factory, and we owe
it all to them!”

IAM MANAGER

“Highly skilled and
knowledgeable
professionals who
are experts in their
fields”.




INTRODUCING THE SEVN

SEVN-X is built on SEVN distinct operational domains. We model
these domains through the SEVN Knights of SEVN-X: a strategic

framework that mirrors how our real-world teams operate,
collaborate, and defend.

SHADE

Our adversary operations division. Elite
hackers that, well... let’s just say it's a good
thing they're on our side.

ORACLE

Advisory services. Practical, pragmatic,
actionable. See how easy that is to explain?
That’s how the Oracle delivers our strategic
guidance too.

BASTION

Incident Response. When it hits the fan, we've
got you covered. From response to rebuilding,
Bastion can help right the ship.




AEGIS

The leader and manager of the SEVN knights.
Aegis keeps all team operations efficient, on
time & ethical.

ECHO

Forensic analysis. Neutral assessment of the
data in question. Certified analysts. Certified
results.

CIPHER

Need tools? He's got them. Drama? We've got
that too. Suffice to say our adversary ops team
doesn't exactly love Cipher’s tools.

PULSE

Application Security managed. From
outsourced developmentito vibe coding, Pulse
helps you keep a lid on the bug jar.



++
ADVERSARY OPERATIONS

You built it. We'll help you secure it.

We have the capability of modern attackers and the skill to safely assess
your environment for threats and weaknesses in your people, processes, and
technologies.

CORE /

Penetration Testing

Purple Team Case Study
Red Team Assessments
Assumed Breach Testing

PCI Segmentation Testing
OT Testing

Web/API/Mobile App Testing
Physical Security Testing

g @ g g <G <@ @ g

| PENETRATION TESTING | s
IS ONLY THE BEGINNING... ®

When you think about adversary
simulation, most gravitate to the
penetration test, but that's where
it starts, not where it ends. SEVN-X
offers an entire suite of services
designed to test your defenses.

In dépth.




T TOTEST DEFENSES,
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SHADE

“

Coﬁfi_dent, surgica snapologetic

The infiltrator;"g-—he unseen ninja

ADVANCED TESTING
OPERATIONS

Ready for something stronger?
Something custom? We've
tailored assessments for

numMerous customers looking
to achieve better cybersecurity.
Tell our team what you're
thinking. We'll get creative
together.
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THE OPERATORS

One thing that has plagued the cybersecurity industry for over a decade is a
lack of standardization in testing—for both the assessment methodology and
the operators. So, we fixed it.

THOSE THAT CAN, DO.




THE HACKERS-HUMANS

We're certified. We're not just hackers, we're
certified hackers. Our operators possess a

combination of certifications including:
U  Certified Red Team Operator
Certified Red Team Professional
Offsec Certified Professional
Offsec Wireless Professional
Offsec Certified Expert
CISSP (Information Security)
CCSP (Cloud Security)

A 4 A A d a9«

AWSCP (Cloud Practitioner)

THEIR EXPLOHFS METHODS

We're consistent. From operator to operator,
test to test, and client to client, SEVN-X

offers repeatable, reliable, and consistent
assessments to ensure you can benchmark your
environment and measure progress over time.
Our assessments align with leading published

standards such as:
U  MITRE ATT&CK
U NIST 800-115
U  OWASP Top 10 & ASV
v

CIS Device + Service Benchmarks

ONSITE VS REMOTE TESTING

We're onsite. When the engagement calls for
it, we offer (and recommend) to come onsite
for execution at no extra charge (save for

expenses).

The value of being in-person to your team

cannot be overstated.
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STRATEGIC ADVISORY

CORE

Executive Strategy / Board Prep
Risk Assessments (FAIR, NIST)

Regulatory Compliance

— —

Program Benchmarks
Vulnerability Management
Vendor and TPR Management

“FORESTGHT I8 THE

CODE NAME: ORACLE
PERSONALITY: Calm, wi
ROLE: The seer, guiding

KEEP MOVING FORWARD

SEVN-X's advisory team is a

stacked deck of former CISOs with
real-world experience building
robust cyber programs, auditing
environments, and conducting
actionable risk and threat
assessments. Having us by your side
kinda feels like cheating, right?
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SR WISHYOU HAD A IT'S MORE IMPORTANT
CYBER SECURITY GURU THAN YOU THINK.

AT THE READY?

The value in having a consulting

From board updates tb?v__eﬁrdor : firm whispering in your ear is
due diligence questionnaires that with those sweet nothings
and internal risk registers, the comes not only experience
job of a CISO is constantly but exposure. We see what
suffering from some form of : the industry is doing, where

E scope creep. We're here to it's going, and maybe most
help you get your life back. important: what your peers are

doing. We'll help you design,
build, and maintain.
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” most people think

g, we know it’s many things. We cdll it,

the web of chaos. Our Advisory Team will help you
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restore order.
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INCIDE

Bastion encompasses our ft
and reactive Incident Respoi
addition to being available 24:
incident response, we offer a nu
services to help you minimize
or mitigate the risk of a
breach.

CORE

IR Prep & Retainers
Incident Response
Forensic Analysis

Threat Actor Negotiation
Deposition & Testimony

A A AaAaad

Forensic Imaging Service

HACKERS AND HOLIDAYS

It's the day after Christmas and not a creature was stirring, except a team

of ALPHV hackers quietly infiltrating an organization. Alerted by their MSP

to an encryption event, the client called and SEVN-X answered. On a cross-

country flight to the client that night, and onsite by the morning, SEVN-X

deployed a team of responders. We came, we worked, we spent New Year's

Eve together, made friends, and helped the organization restore operations

before the holiday week was through. '

Today that client is one of our largest customers and best relationships.
We provide Incident Response Retainer services, CISO Advisory consulting,
and Penetration Testing yearly. Our relationship with this customer is a
testament to doing great work being a partner, not just a vendor.



BASTION A\
“WAE CHADS STRIRES, 1 HOLD THELIE

. CODE NAME’ BASTION »
PERSONALITY: Stoic, loyal, first in first out!
ROLE: The D%{end_er,%the unyielding wall “
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IN

CIDENT RESPONSE

Global Capability. Sourced Locally. Our responders are based entirely in the
United States. We've aided in incidents around the world but take pride in

offering one of the few remaining truly domestic response teams.

KNOW THE

YOU'RE LIKELY

Do you know the common

and

organizations are currently
facing? Do you have a plan for:

v

v
v
v

THREATS

TO FACE

2

trending threats US

Ransomware
Successful Phishing
Deletionware

Executive Extortion




EXPERIENCE MATTERS

SEVN-X has helped organizations
successfully prepare for and
prevent compromise, manage
critical incidents, negotiate
ransom demands, and work

with legal counsel and insurance
companies to deliver best-in-class
Incident Response capabilities.

PRE-INCIDENT

Be Prepared. Most breaches target
the low-hanging fruit. Remember that
expression, you don't have to outrun
the bear, just your friends? Here's a few
of our services that will give you the
competitive edge:

U Incident Response Retainer
Incident Response Plan Review
Incident Playbook Development
Tabletop Exercise Facilitation
Attack Surface Management

Vulnerability Management

A A A ad

Threat Assessments

INCIDENT RESPONSE

We're here. 24x7. \We're the team you
need (and want) when an incident does
occur. We offer a full battery of services
to help you recover from an active
incident quickly:

U Incident Coaching
Host Triage and Forensic Analysis
Threat Actor Negotiation

v
v
U  24x7 Monitoring
v

Remediation Team Augmentation

POST INCIDENT

Learning. We often say, “Never let a
crisis go to waste” and that means
treating incidents as opportunities.
We'll help you grow in the wake of

an incident, from remediation to
hardening exercises and procurement
of detective and preventative control,
we'll help ensure nothing happens
twice.
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WHISPERER _ /
Buried amongst the'dﬁﬁé/ahd —-

Zeros are answers to questions . / : {
such as: How did they get in? - .%- _ =
What did they take? What CODE NAME: ECHO / g‘_' / (i

did they leave behind? Echo PERSONALITY: Analyt|

can help you find clarity in the  ROLE: The truth f|nde :
chaos. Sifting through the bits, :

our certified forensic analysts "EVERy W{ '
have the tools, knowledge, and

experience to help you find

those answers. : /
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DIGITAL FORENSICS

From corporate espionage to ransomware attacks, digital forensics has one
focus: Find Answers. Putting a narrative to cyber events sheds light on what
has happened and provides clarity on what needs to happen next.

STORY TIME...

| once worked on a case for a client that needed assistance with
assessing the health of a potential acquisition. The prospective
acquisition had little in the way of formal IT support and no dedicated
cybersecurity personnel. As a result, details about the security of the
organization were nebulous at best and negligent at worst.

Enter me, with my forensic tool belt, which included a state-of-the-art
dynamic triage package collection tool that could be run on any host
in the environment and in a just a few minutes, uncovered evidence
of a potential dormant hacker. This assessment yielded eradication of
a dormant threat and prevented the potential for lateral movement
by postponing the establishment of a domain trust.

ABOUT THE GCFA

GIAC CERTIFIED FORENSIC ANALYST

Widely regarded as the Gold Standard in
forensic investigation, all of our analysts
are GIAC certified to conduct forensic
analysis/investigations, undergo frequent
training, and maintain close contact with
law enforcement, legal teams, and the
insurance industry, as well as payment
brokers and other resources you may need.
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TOOLS THAT MATTER

WE ONLY,"WOF

WITH THE BEST. & CORE

You get what you pay for, or at least
that's what Cipher's mom keeps telling
us. But the Magic Quadrant means
nothing if the tool doesn't perform.

Endpoint Detection

: ' Managed Detection & Response
We review and smoke test every 9 4

product we offer, and we only partner
with S-Tier companies that share our
mission:

Precision without compromise.

Email Security
Vulnerability Management

A4 aada

..and very select others



/ Cipher is our gadget and tool

- specialist. He's obsessed with

optimization and believes

1 1 ﬁecessity is the mother of

\ = _ all invention. He won't just
\ : " take any old tool off the shelf
G -~ .. though. He is relentless,

-\"\.\. ] .

: constantly testing, and only
4 those that truly perform get to
P — : - © stayin his arsenal.

CODE NAME: CIPHER
PERSONALITY: Inventive, witty, always experimenting
ROLE: The builder, architect of systems and scripts

"GIVE PEOPLE BETTER TOOLS D,
THEY L. BUILD BETTER ourcoﬂf[g

VALUE ADDED RESELLING AS
A NATURAL EVOLUTION.

Penetration testing'and other security assessments
often identify gaps in visibility, detection, and
prevention capabilities. We found ourselves
recommending products, yet sending clients to
purchase them elsewhere. So we fixed it.

e
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TOOLS OF THE TRADE

When we say S-Tier, we mean it.
We are authorized resellers for
the world'’s best cybersecurity
tools. From endpoint agents
to vulnerability management
and even email security,
we've got you covered.

As an organization evolved from

penetration testers, we understand

the real-world impact these tools

can have on protecting an organization

and we only recommend tools our testing team
hates.

EMAIL

Starting Point 101 for hackers. Out-of-the-box

security controls from Microsoft, Google, and other -
EaaS platforms just isn't enough. Modern threats,

including Al-based phishing scams require a

new generation of detection and prevention

capabilities.

ENDPOINT PROTECTION _ ‘.!

Intro to Entry Points 102 featuring your user's .
workstation. Remember when antivirus alone was enough? o 9
We don't either. Modern problems require modern solutions,

as they say, and today we are seeing increasingly sophisticated attacks on
laptops and desktops that go beyond signature-based detection. If your tool isn't
doing heuristic (behavior) analysis, it's likely missing critical attacks.

VULNERABILITY MANAGEMENT

From best practice to compliance requirements, managing risk comes down to
managing vulnerabilities. Whether it's an end-of-life system or it's just a missing patch,
don't let the low-hanging fruit be your Achilles heel.
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APPLICATION SECURITY -

"YOUR CODE TELLS A STORY—

HOT TAKE:
SAST VS DAST

Static Application Security Testing
(SAST) analyzes code from the inside

out, identifying vulnerabilities before the
app runs. It excels at catchi i S,
insecure patterns, an eaknesses early
in development, reducing remediation
cost and effort. However, it can

generate noisefand may miss issues

that only appéar during execution.

Dynamic Application Security Testing
(DAST) evaluates a running application
from the outside in, simulating real-
world attacks Without requiring source
code. It uncoverfs runtime-specific
vulnerabilities, comfig issues, and
exploitable behaviors,But it can’t see
underlying code logic a icall
finds problems later in the lifecycle,
when fixes are more expensive.

’

T'LL MAKE SURE IT°S NOT A TRAGEDY.

EXCELLENCE IN
PRODUCT & APPLICATION

.. CYBERSECURITY

Commercial Product? In-house
development? In/Out sourced?
Current product or future dream?
We've got you covered.

No matter your app sec needs, let
SEVN-X help yo duce exposure
and maintain your customer
trust.

CORE

SAST (Static Assessment)
DAST (Dynamic Assessment)
Program Maturity

Secure Design Architecture
DevSecOps Program Review

(R R ERC R R

Cloud Security Assessments

{



THE CLOUD.
DON'T LET YOUR

By, PROD BECOME
—— AR : HEIR PLAYGROUND

From mainframes to
microservices, the cloud
has seen almost ubiquitous
~ adoption. But what about all

those toggles and switches?
- What about security? We'll
help make sure your prod

doesn’'t become the hacker’s,
/ - dew.
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CODE NAME: PULSE i
PERSONALITY: Analytical, precise & adaptive

ROLE: The Code Guardian, speaks fluent assembly
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PUTTING IT ALL TOGETHER,Y"

CYBERSECURITY. HANDLED.

AEGIS is the voice of the SEVN, thoughtful, powerful, and with
dominion over the entire team. He ensures the team is meeting
objectives and always exceeding expectations. Trust him a@
the rest of the SEVN to help you Achieve Better Cybersecurity.

o
Size Wé)n’t dictate:

U Ypur Threats

U Your Adversaries

But it Iikely impacts:
U  Your Response
U  Your Capabilities

Let us help you be bigger than the threats.

L]
4

CORE

Security Leadership
Tactical Assessments
Incident Response
Forensic Analysis
Application Security

<] T < <] )

Product Procurement
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." CQDE NAME: AEGIS
{PERSQNALITY: Noble, |
.'ROLE:'The Unbreakable
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